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. Abstract________________________________|
Cryptography plays an important role in the security of data transmission. In digital communications the data is sent
through the wires or air and thus it is not protected from eavesdropping. Therefore, confidentiality of the transferring data
is of extreme importance for any communication system. Advanced Encryption Standard (AES) S-Box is constructed on the
basis of Composite Field Arithmetic (CFA) with the Galois field GF (((22)2)2). The previous technique accommodates more
space and more circuitry elements in the implementation. To overcome this problem the new novel technique as common
sub-expression elimination algorithm is employed in this implementation of S-boxes. The first case S-Box is implemented
with the help of MODELSIM in Verilog language. This technique leads to the low number of gates, low occupancy area and
less delay in the implementation architecture. The other case of S-Box was implemented with the corresponding functional

blocks. The maximum optimized S-Box architecture was used in the AES technique for the efficient encryption algorithm in

Security, Cryptography, Advanced encryption standard (AES), S-Box, VLS|, MODELSIM
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1. Introduction

The Advanced Encryption Standard (AES) is an encryption
standard chosen by the National Institute of Standards and
Technology (NIST) in 2001, which has its origin in the Rijndael
block cipher. Several studies in the area had identified the
nonlinear Sub Bytes transformation as the major bottleneck in
achieving both small area and high speed VLSI AES
implementations. This brief presents a methodology that is
based on a pure combinatorial circuitry. In which, the Galois
inverse of elements in is computed prior using the composite
field arithmetic (CFA). To date, there are several successful
reported for AES S-box

composite field constructions

implementations. Summarizing from the previous works, the

smallest composite field AES S-box is attributed to can right.
However, the issue of critical path was not addressed in Can
right's work. A short critical path is highly desirable in VLSI
architectures, as it enables deep sub-pipelining for an

increased performance in the clock frequency.

On the other hand, the works of Zhang and Parham and
contributed an AES S-box with the shortest critical path to
date However, their work requires a larger area compared to
Can right's. The remainder of this paper is organized as
follows. In some details on the AES algorithm are discussed.
In we explain our approach to minimize the area of the S-box
and compare our new solution with the S-box of Satoh. The

current work improves on the compact implementation of in
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the following ways. Many choices of representation
(isomorphism’s) were compared, and the most compact turns
out to use a normal basis for each subfield (uses a polynomial
basis for each subfield). And while used the “greedy
algorithm” to reduce the number of gates in the bit matrices
required in changing representations, here each bit matrix is
fully optimized, resulting in the minimum number of gates.
These various refinements result in an S-box circuit that is

20% smaller, a significant improvement.

2. AES ARCHITECUTRE FOR THE COMPOSITE S-BOXES

¢ RUNDAEL ALOGORITHM

The Rijndael algorithm is a new generation symmetric block
cipher that supports key sizes of 128, 192 and 256 bits, with
data handled in 128-bit blocks - however, in excess of AES
design criteria, the block sizes can mirror those of the keys.
Rijndael uses a variable number of rounds, depending on

key/block sizes, as follows:

9 rounds if the key/block size is 128 bits

11 rounds if the key/block size is 192 bits

13 rounds if the key/block size is 256 bits
The exact transformations occur as follows the byte
subtransformation is nonlinear and operates on each of the
State bytes independently - the invertible S-box (substitution
table) is made up of 2 transformations. The shiftrow
transformation sees the State shifted over variable offsets.
The shift offset values are dependent on the block length of
the State. The mixcolumn transformation sees the State
columns take on polynomial characteristics over a Galois Field
values (28), multiplied x4 + 1 (modulo) with a fixed
polynomial. Finally, the round key transform is XORed to the
State. The key schedule helps the cipher key determine the

round keys through key expansion and round selection.

e AErs ENcrYPTION AND DECRYPTION
The figure 1 explaining the encryption of the AES algorithm,
round consists of four
ShiftRows, the

each round except the final

transformations:  the SubBytes, the

MixColumns, and the AddRoundKey, while the final round

does not have the MixColumns transformation.

The decryption structure can be derived by inverting the
encryption structure directly. However, the sequence of the
transformations will be different from that in encryption. the
operations involved in the decryption transformations, the
InvShiftRows and the InvSubBytes can be exchanged without

affecting the decryption process.

Meanwhile, the InvMixColumns can be moved before the
AddRoundKey, provided that the InvMixColumns are applied
to the roundkeys before they are added.
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Fig.1. Encryption and Decryption block diagram
3. CONSTRUCTION OF S- BOXEs
e  S-Box OPERATIONS
In cryptography, the S-Box (Substitution-box) is a basic

component of Symmetric key algorithms which performs
substitution. In block cipher, they are typically used to
obscure the relationship between the key and the ciphertext.
In general, an S-Box takes some number of input bits, m, and
transforms them into some number of output bits, n:
an mxn S-Box can be implemented as a lookup table with
2m words of n bits each. Fixed tables are normally used, as in
the Data Encryption Standard (DES), but in some ciphers the
tables are

generated dynamically from the key; e.qg.

the blowfish and the twofish encryption algorithms.

S-box is a complex and nonlinear operation, single faults

propagate through the whole architecture and may generate
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more than one error. As a result of single faults, the outputs
of the S-box become erroneous. Because of the complex

structure of the S-box, the propagation of errors is random.

4. Proposed Methodology

e  DESIGNING OF S-BOXES

We discuss on the actual hardware implementation of the
proposed CFA AES S-box constructions. The implementations
can be viewed as two-stage procedure. First, we manually
coded the circuit using a hardware description language for
all of the three proposed CFA AES S-boxes. Next, we employ
ANF representation along with a strategic fine-grained
pipeline registers insertion, in an attempt to validate the
feasibility of the proposed compact CFA AES S-boxes in
achieving high throughput hardware implementations.
Consequently, the fastest speed achievable is bounded by the
time required for the most complex sub-operations, in this
case, the multiplication in GF (24). In order to overcome this
constraint, we propose to divide the multiplication sub-

operation into two parts, i.e., fine-grained pipelining.

To ensure the efficiency of the pipelined constructions, we
need to first convert the complicated circuit into several
logical expressions without violating the functionality of the
circuit's properties. Converting a CFA AES S-box into logical
expressions has to be done in a way that it does not induce
excessive area increase. To ensure this, we first translate all
the sub-operations in GF(28)inversion into logical expressions
individually. These sub-operations include the isomorphism
function, the 4-bit adder, the square-scaler/squarer/scaler, the
GF(24) multiplier, the GF(24) inverter and the inverse
isomorphism function with affine transformation. Next, we

group and merge some of the sub-operations into several

ANF modules before inserting pipeline stages.

The S-box function of an input byte a is defined by two sub

steps:

1. Inverse: Let ¢ = a-1, the multiplicative inverse in GF (28)

(except if a = 0 then ¢ = 0).

2. Affine Transformation: Then the output is s = M c_ b, where
M is a specified 8 x 8 Matrix of bits, b is a specified byte, and

the bytes ¢, b, s are treated as vectors of bits.

Firstt we wuse the
GF(28)/GF(24) to represent a general element g of GF(28) as a

isomorphism between GF(28) and

polynomial (in y) over GF(24), of degree 1 or less, as g = Vly
+ YO, with multiplication modulo an irreducible polynomial
rly) =y2 +y F.V+ u. Here, all the coefficients are in GF (24).
Then the pair [:V 1, )4 0] represents g in terms of a

polynomial basis [Y, 1] where Y is one root of r(y).

Second, using GF (24)/GF (22) we can similarly represent GF
(24) as linear polynomials (In z) over GF (22), yas = F 1z +

I 0, with multiplication modulo an irreducible polynomial s
(z) = z2 + Tz + N, with all the coefficients in GF(22).

Third we use GF (22)/GF (2) to represent GF (22) as linear

polynomials (in w) over GF(2), as I'- glw + g0, with

multiplication modulo t (w) = w + w + 1, where g1, g0 €{0, 1}.

FIG.2. ARCHITEDTURE OF S-BOXES BASED ON THE THREE CASES

In this section author need to mention his
simulation/experimental research model with neat block
diagrams and flow charts.
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5. Simulation/Experimental Results

The 1st case of s-box were designed and implemented on
the basis of the algebric normal function and composite field
arithmetic. The s-box were simulated with the help of the
modelsim software for the VLSI implementation. The
simulated waveform of the 1st case of s-box were shown in

the figure 3.
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FIGURE .3. THE OUTPUT WAVEFORM OF THE 1% CASE OF S-BOX

The simulated outputs of the 2nd and 3rd cases of s-boxes

were shown below

FIG. 6. THE OUTPUT WAVEFORM FOR THE AES ENCRYPTION

L] DEVICE UTILIZATION FOR THE THREE CASES OF S-BOXES

FIGURE. 4. THE OUTPUT WAVEFORM OF THE 2""° CASE OF S-BOX
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Table.1.Denotes the utilization of the number of
LUTs and the number of occupied slices in the

simulation of the case 1 S-box in the xillinx software.
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TABLE .2. Device Utilization Summary Of Case2

Table .2. Denote the utilization of the number of LUTs and the
number of occupied slices in the simulation of the case 1 S-

box in the xillinx software.
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Table.3. Denote the utilization of the number of LUTs and the
number of occupied slices in the simulation of the case 1 S-

box in the xillinx software.

6. Conclusion

The detailed study on composite field construction for the S-
box function in AES was presented. The major contribution of
our work was the derivation of a new composite field AES S-
box that achieves an optimally balanced construction in terms
of area of implementation and critical path, compared to the
previous studies. Furthermore, we had explored all of the
possible isomorphic mapping for each of the composite field
construction and employed a new CSE algorithm to derive the
most optimum isomorphic and inverse isomorphic mapping
with affine transformation. The three cases of s-box were
constructed on the based on the CFA and their output
waveforms were verified with the help of MODELSIM software

by the Verilog language.

The most optimized third case of s-box was used in the
Advanced Standard (AES)
implementation in the VLSI. AES is used for Encrypt the image

Encryption algorithm

or data in communication. Here we encrypt the image or data
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by AES with the help of our S-box. The input of AES is image
or data pixels, which consist of 4x4 image or 128 bit applied
to the both test and reference circuit. For encryption a
specific key is required, in this encrypt key also we use 4x4
key or 128 bit data which makes the better performance of
the AES.

7. Future Scopes

Our future work is to implement the S-box in AES
(Advanced Encryption Standard). AES is used for decrypt the
image or data in communication. Here we encrypt the image
or data by AES with the help of our S-box. The input of AES is
image or data pixels, which consist of 4x4 image or 128 bit
applied to the both test and reference circuit. For encryption

a specific key is required, in this encrypt key also we use 4x4

key or 128 bit data which makes the better performance of
the AES.in future we can implement the decryption algorithm
in AES for decrypting the data from cipher text.
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