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Abstract: In the today’s world transfer of data over the network
increases tremendously. So, the security of data is Very important
for secure communication. The Steganography is a technique in
which the data is hidden in the multimedia content like image,
audio, video. The Cryptography alone is not sufficient for
securing the data. So, in this paper we use the concept of data
security using Steganographic SLSB algorithm. This paper deals
with data hiding in compressed Video. Motion vectors are
calculated using macro block prediction error, which is different
from the approaches Based on the motion vector attributes such
as the magnitude and phase angle, etc. Information hiding is a
method of hiding secret data into a host medium so that the
hidden data are imperceptible but known to the intended recipient
[1]. The host medium may be a digital image, audio, video, or
another type of media. Among the different kinds of media, the
digital image is most popularly used as the host media to convey
secret information. In the image hiding system, the image used to
embed secret data is called the host image (cover image). The
resultant image, which is embedded with secret data, is called the
stego-image.

Keyword: Steganography, LSB, motion vectors.
1 INTRODUCTION

Information hiding techniques have recently become
important in a number of application areas. Digital audio,
video, and pictures are increasingly furnished with
distinguishing but imperceptible marks, which may contain a
hidden copyright notice or serial number or even help to
prevent un authorized copying directly[5]. Military
communications systems make increasing use of traffic
security techniques which, rather than merely concealing the
Content of a message using encryption; seek to conceal its
sender, its receiver or its very existence. Similar techniques
are used in some mobile phone systems and schemes
proposed for digital elections. First cover data is divided in
to frames .Find out motion vectors using motion estimation
method. Then secrete data is modified using a secrete key.
The secrete data is embedded in a cover medium by using a
LSB method.

2. SYSTEM MODEL

Input Stego
video video
|
Secret ——»
Data
Secret Reconstru

Key - cted video

Figure: 1 Data hiding technique

The above figure shows data hiding technique in compressed
video. The input video is separated into frames. Then the
frames are subjected to DCT and Huffman coding to
compress the frame. Using the secret key and LSB algorithm
data is inserted. This generated video is stego video. The
secret data can be extracted using inverse LSB and secret

key[5].
3. PREVIOUS WORK

In [1] least significant bit algorithm is used for hiding the
secret data by identifying the motion vectors based on their
associated macro block prediction error. In [2] video data
hiding techniques extended to video by hiding the message in
each frame independently. Methods such as spread spectrum
are used, where the basic idea is to distribute the message
over a wide range of frequencies of the host data. In [3] and
[4] the data bits of the message are hidden in some of the
motion vectors whose magnitude is above a predefined
threshold, and these motion vectors are called as candidate
motion vectors. A single bit is hidden in the least significant
bit of the larger component of each candidate motion vector.
The authors in [7] and [8] embed the data in video using the
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phase angle between two consecutive candidate motion
vectors. These candidate motion vectors are selected based
on the magnitude of the motion vectors as in [2].The
message bit stream is encoded as phase angle difference in
sectors between candidate motion vectors. The block
matching is constrained to search within the selected sector
for a magnitude to be larger than the predefined threshold.

4. PROPOSED METHODOLOGY
The following figure shows data hiding technique in
compressed video. The input video is separated into frames.
Then the frames are subjected to DCT and Huffman coding
to compress the frame. Using the secret key and LSB
algorithm data is inserted. This generated video is stego
video. The secret data can be extracted using inverse LSB

and secret key. In this section, the general operations of data
hiding by simple LSB substitution method are described.

LSB Algorithm

Input: Video

Output: Stego video

Step 1: Read the input Video

Step 2: Perform frame separation

Step 3: Apply Integer DCT on each 8x8 block.

Step 4: Perform Zigzag Scanning on each 8x8
Block.

Step 5: Apply Huffman coding to compress the frame.

Step 6: Apply secret key to hide the data.

Step 7: Apply LSB Algorithm to embed data

Step 8: Generate Stego video

Algorithm for Extraction Process

Input: Stego video

Output: Hidden data

Step 1: Read Stego video.

Step 2: Perform decoding using IDCT and Inverse
Huffman coding.
Step 3: Extract hidden data using ILSB and Secret Key.
5. EXPERIMENTAL RESULTS

We implemented the hiding and extraction Algorithms and
integrated them to the MPEG-2 encoder and decoder
operation. The parameters of our experiments, presented in
this section, are: macro block size b=16 motion vector
representation bits n=5. We used fast three-steps motion
estimation algorithms with half pixel accuracy. Each test
video sequence is organized into consecutive GOP organized
as [I,B,B,P,B,B,P,B,B.] We tested our algorithms on two
standard test sequences: car-phone, foreman which are all
shown in Fig.1. The foreman have a frame size of 352*288
which corresponds to 396 macroblocks per frame. The
number of macroblocks per frame and the total number of
frames for each sequence are given in the first column of
Table 1 & 2. The motion estimation method used is given in
the second column of Table 1 & 2. Thus we performed 12
different experiments on natural video sequences with
different levels of motion. Foreman and car-phone sequences
have an almost static background with human face motion at
the foreground. Our algorithm may hide a maximum of
(2*B)/8 bytes per P-frame and (4*B)/8 per B-frame.
Analyzing the PSNR values of the prediction error E. for
all sequences, we set T, =60 dB and T, =20 dB for P-
frames, and T,,,, = 40,T,,;, =15dB for B-frames.

P \

Fig.2.First image of test sequences: a) Car-Phone, b)
Foreman

We evaluated our algorithm and compared it to an attribute-
based method [4] which is dependent on a threshold T of the
magnitude of the motion vectors. We have chosen the
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threshold T for [4] that produces the closest total number of
embedded bytes (payload) to that of our algorithm for the
whole test sequence.

Tablel: Quantitative performance measures AR, AD of

our Method
Motion -;Otlf;L Avera | Total
estimation pay ge AR AD
Test Sequence search d per (Byte
(Bytes
method ) frame )
Carphone(99B/f
rame)(270frame TP;LeaerCsrt]ep 4811 | -0.325 | 10645
s=30GOP)
Foreman(396B/
frame) Three step
(135frames=17 search 6577 | -0.244 ) 30379
GOP)

Table 2: Quantitative performance measures AR, AD of

Method in 4.
. Total Aver
Motion avloa age
estimation pay AR | Total AD
Test d
Sequence search (Bytes per (Byte)
q method y fram
) e
Carphone(99B
/frame)(270fra T:Leaer;:er) 3?31(; 0 5:60 28148
mes=30GOP) e ‘
Foreman(396
B/ Three ste 5722(T -
frame) search i =15) | 0.346 861818
(135frames=1 o '
7 GOP)

The payload for both methods and the associated threshold T
in values of pixels for [4] are shown in the first column of
each method’s results in Table 1.For each sequence we
calculated the average over all frames for the drop in PSNR
AR which indicates the quality degradation of the
reconstructed video in effect to the hiding; AR are shown in
the second columns for both methods’ results. Finally, the
data size increase due to hiding the data is measured for each
frame and the total data size increase for all frames are given
in the third column of the results of both methods. Analyzing
the results in Table 1, we find that for approximately the
same payload, our hiding method produces less distortion to

the video as —AR/ total payload is smaller than that in [4]
and generally the distortion is less than 0.6 dB which is
nearly invisible. The effect on the data size increase is less
than that in [4] which is accounted for our hiding criteria that
selects those whose prediction error is high and refrain from
tampering those associated with low error.

6. CONCLUSION

We proposed a new data-hiding method in the motion
vectors of MPEG-2 compressed video. Unlike most data-
hiding methods in the motion vectors that rely their selection
on attributes of the motion vectors, we chose a different
approach that selects those motion vectors whose associated
macro blocks prediction error is high (low PSNR) to be the
candidates for hiding a bit in each of their horizontal and
vertical components. A greedy search for the suitable value
of the threshold to be used for choosing the macro blocks
corresponding to the CMV is done such that the candidates
will be identically identified by the decoder even after these
macro blocks have been lossy compressed. The embedding
and extraction algorithms are implemented and integrated to
the MPEG-2 encoder/decoder and the results are evaluated
based on two metrics: quality distortion to the reconstructed
video and data size increase of the compressed video. The
method is compared to another one from the literature that
relies on a motion vector attribute. The proposed method is
found to have lower distortion to the quality of the video and
lower data size increase.

7. FUTURE SCOPES

This method is compared to another one from the literature
that relies on a motion vector attribute. The proposed method
is found to have lower distortion to the quality of the video
and lower data size increase. Future work will be directed
towards increasing the size of the embedded payload while
maintaining the robustness and low distortions
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