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Abstract — The rapid growth of information technology and
digital communication has become very important to secure
information transmission between the sender and receiver. In
this concern images are play an important role of exchanging
information. Digital images are widely communicated over the
internet. The security of digital images is an essential and
challenging task on shared communication channel. The goal
of steganography is to hide the existence of the message from
unauthorized party. The modern secure image steganography
presents a task of transferring the embedded information to the
destination without being detected by the attacker. Many
different carrier file formats can be used, but digital images are
the most popular because of their frequency on the Internet.
For hiding secret information in images, there exist a large
variety Of steganographic techniques some are more complex
than others and all of them have respective strong and weak
points. In this research paper, we are going to review the
steganography and different type of images along with the
cryptography techniques.

Keyword —  Steganography, Cryptography,

Information Security, Data Hiding.

1. INTRODUCTION

Images,

For the perception of data security it is more important to
protect data from outside the privilege area. Internet had
eased the way of transferring data and communicating with
other users. In this digital world, a user’s personal/banking
information may need to be shared with other internet
users Vvia the social applications. This information, if not
secured, can be intercepted by malicious users vulnerable
to illegal use. Also, the security of the secret information in
defense and other applications is of major concern.
Therefore to protect information from an unauthorized
access, We need robust security mechanisms. In this
manner security of data is of foremost importance in
today’s world. Security has become one of the most
important factors in communication and information
technology [1] [2].

The desire to send a message as safely and as securely as
possible has been the point of discussion since time
immemorial. Information is the wealth of any organization.
This makes security-issues top priority to an organization
dealing with confidential data. Whatever is the method we
choose for the security purpose, the burning concern is the
degree of security. Steganography is the art of covered or

hidden writing. The purpose of steganography is covert
communication to hide a message from a third party [3].

2. BACKGROUND

Since the inception of internet the security of information
is the most vital factor in information technology and
communication. Therefore, the background of a study is an
important part of our research paper. It provides the
context and purpose of the study. Hence there is need for
background study that contribute to prepare proposed
system.

2.1 What is Steganography?

Steganography is the idea of hiding private or sensitive
data or information within something that appears to be
nothing out of the normal. The word steganography comes
from the Greek Steganos, which mean covered or secret
and — graphy mean writing or drawing. Therefore,
steganography  means, literally, covered  writing.
Steganography is the art and science of hiding information
such that its presence cannot be detected [4] and a
communication is happening [5]. Secret information is
encoding in a manner such that the very existence of the
information is concealed. Paired with existing
communication methods, steganography can be used to
carry out hidden exchanges.

2.2 Different Types of Steganography

Increased use of internet, information becomes available
on-internet, a person Who possesses an internet can easily
get data from internet for information that they want [6].
The use of steganography techniques can be broadly
classified in four types which is depict in given diagram:

Use Text: Hiding information in text is historically the
most important method of steganography. An obvious
method was to hide a secret message in every n" letter of
every word of a text message.

Image: Given the proliferation of digital images,
especially on the Internet, and given the large amount of
redundant bits present in the digital representation of an
image, images are the most popular cover objects for
steganography.
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Audio/Video: To hide information in audio files similar
techniques are used as for image files. One different
technique unique to audio steganography is masking,
which exploits the properties of the human ear to hide
information unnoticeably

Figure 1. Categories of steganography

Protocol: The term protocol steganography refers to the
technique of embedding information within messages and
network control protocols used in network transmission
[71.

2.3 Image Cryptography

In these days as multimedia data transferred over insecure
channel, it becomes an important issue to encrypt image
with a suitable image encryption algorithms. An image
encryption is different from text due to large processing,
pixels definition, time to encrypt and size. This is also a
different approach due to different type of attacks possible
on text and image data. With the ever-increasing growth of
multimedia  applications, important  issue  for
communication and storage of images is security, and
encryption is one the technique to ensure security.
encryption techniques convert original image to another
image that is hard to understand; to keep the image
confidential between users, in other word, it is essential
that nobody could get to know the confidential message
without a key for decryption [8].

Image cryptography algorithms attempt to convert original
images to other images that are difficult to understand in
order to keep the image confidentiality between users. In
other words, it is important that without a key for
decryption, nobody could get to know the content.
Majority of traditional algorithms are basically used for
encryption of text data; however they do not fit for the
multimedia data particularly images due to their huge size.
Furthermore, decrypted text result should be similar to the
original text, while decrypted image is not required to be
similar with original image [9].

3. BASICS OF IMAGE

An image, digital image, or image is a computer generated

graphic or picture that appears on-screen. In terms of the
image processing and computer application that is
representable with the 2D array or vector. These array or
vectors are contains some values and known as pixels,
these values are varying between 0-255 of combinations.
And using the combination of these values the real world
information is stored. One way to describe an image using
numbers is to declare its contents using position and size of
geometric forms and shapes like lines, curves, rectangles
and circles; such images are called vector images [2].
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Figure 2. Bitmap Images

A vector image is resolution independent, this means that
you can enlarge or shrink the image without affecting the
output quality. Vector images are the preferred way to
represent Fonts, Logos and many illustrations. Bitmap-, or
raster, images are “digital photographs”, they are the most
common form to represent natural images and other forms
of graphics that are rich in detail. Bitmap images are how
graphics is stored in the video memory of a computer. The
term bitmap refers to how a given pattern of bits in a pixel
maps to a specific colour.

A bitmap images take the form of an array, where the value
of each element, called a pixel picture element, correspond
to the colour of that portion of the image. Each horizontal
line in the image is called a scan line. The letter 'a’ might
be represented in a 12x14 matrix as depicted in Figure 2.
The values in the matrix depict the brightness of the pixels
(picture elements). Larger values correspond to brighter
areas Whilst lower values are darker. When measuring the
value for a pixel, one takes the average colour of an area
around the location of the pixel. A simplistic model is
sampling a square, this is called a box filter, and a more
physically accurate measurement is to calculate a weighted
Gaussian average (giving the value exactly at the pixel
coordinates a high weight, and lower weight to the area
around it). When perceiving a bitmap image the human eye
should blend the pixel values together, recreating an
illusion of the continuous image it represents [2].

8bit:

A common sample format is 8 bit integers, 8bit integers
can only represent 256 discrete values ( = 256), thus
brightness levels are quantized into these levels.
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12bit:

For high dynamic range images (images with detail both in
shadows and highlights) 8 bits 256 discrete values does not
provide enough precision to store an accurate image. Some
digital cameras operate with more than 8bit samples
internally, higher end cameras (mostly SLRs) also provide
RAW images that often are

12 bit ( bit = 4096).
16bit:

The PNG and TIF image formats supports 16 bit samples,
many image processing and manipulation programs
perform their operations in 16bit when working on 8bit
images to avoid quality loss in processing.

Floating point:

Some image formats used in research and by the movie
industry store floating point values. Both "normal™ 32bit
floating point values and a special format called half which
uses 16bits/sample. Floating point is useful as a working
format because quantization and computational errors are
kept to a minimum until the final render.

3.1 Category of Images

Pictures are the most common and convenient means of
conveying or transmitting information. A picture is worth a
thousand words. Pictures concisely convey information
about positions, sizes and inter-relationships between
objects. They portray spatial information that we can
recognize as objects. Human beings are good at deriving
information from such images, because of our innate visual
and mental abilities. About 75% of the information
received by human is in pictorial form [3]. There are 3
category of digital images are as following.

Binary:

Binary images are useful for fingerprints, architectural
plan, and text (printed or handwriting. This images use
only two color black and white. It require only 1 bit per
pixel for storage. This images also known as two-level or
bi-level and store as bitmap in memory.
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Figure 3: Binary Image
Gray-Scale:

Gray-Scale images suitable for recognition of natural
objects, printed work images, Diagnostic photography

using X-ray. In this type of images pixels range is between
black and white. In 8 bit representation 256 states are
available. These images are different from black-and-white
images which have just two color black and white. Gray-
Scale images have shades of gray between black and white
colors.

Figure 4: Gray-Scale Image
True colour or RGB

An RGB colour image is M*N*3 array of colour pixels
where each colour pixel is equivalent to third component
of RGB image. The three components of RGB image is
referred as red, green, blue module images. The data class
of RGB image determines the range of values and this
image is of class double range between [0, 1]. The range
values of this image are [0,255] or [0, 65535] for RGB
images of class unitl6 respectively. The pixel value of the
component image verifies the bit depth of the RGB image
for instance, if each component image is 8-bit image then
analogous RGB image is said to be 24 bit deep. In this
case, the number of possible colours in an image is (2"*b)
A3, where b is the number of bits in each component image
for 8-bit case, the number is 16,777,216 colour.

Figure 5: RGB Image

3.2 Information Hiding

The growing possibilities of modern communications need
the special means of security especially on computer
network. The network security iS becoming more
important as the number of data being exchanged on the
Internet increases. Therefore, the confidentiality and data
integrity are requires to protect against unauthorized access
and use. This has resulted in an explosive growth of the
field of information hiding.

In addition, the rapid growth of publishing and
broadcasting technology also require an alternative
solution in hiding information. The copyright such as
audio, video and other source available in digital form may
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lead to large-scale unauthorized copying. This is because
the digital formats make possible to provide high image
quality even under multi-copying. Therefore, the special
part of invisible information is fixed in every image that
could not be easily extracted without specialized technique
saving image quality simultaneously [4]. All this is of great
concern to the music, film, book and software publishing
industries.
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Figure 6: Disciplines of information hiding [4]

Figure 6 shows various disciplines of information hiding.
Hiding information in audio files can be done by using
frequencies that are inaudible to human ear. Similarly,
video files can also be thought of to embed secret
information. Since it is a moving stream of images and
sounds, any minor distortions may be unseen because of
continuous flow of information. The advantage in this case
will be high payload capacity. Image is the most popular
file format used for steganography as they possess high
degree of redundancy. With image steganography, better
imperceptibility and payload capacity can be achieved.
Steganalysis is an art of detecting covert communication

[5].

Information hiding is an emerging research area, which
encompasses applications such as copyright protection for
digital media, watermarking, fingerprinting, and
steganography [6]. All these applications of information
hiding are quite diverse [7].

In  watermarking applications, the message contains
information such as owner identification and a digital time
stamp, which usually applied for copyright protection.

Fingerprint, the owner of the data set embeds a serial
number that uniquely identifies the user of the data set.
This adds to copyright information to makes it possible to
trace any unauthorized use of the data set back to the user.

Steganography hides the secret message within the host
data set and presence imperceptible. In those applications,
information is hidden within a host data set and is to be
reliably communicated to a receiver. The host data set is
purposely corrupted, but in a covert way, designed to be
invisible to an informal analysis

4. CRYPTOGRAPHY

Cryptography is the art of achieving security by encoding
messages t0 make them non-readable. Cryptography is the
practice and study of hiding information. In modern times
cryptography is considered a branch of both mathematics
and computer science and is affiliated closely with
information theory, computer security and engineering.
Cryptography is used in applications present in
technologically advanced societies; examples include the
security of ATM cards, computer passwords and electronic
commerce, which all depend on cryptography [30].

One essential aspect for secure communications is that of
Cryptography. Cryptography is the science of using
mathematics t0 encrypt and decrypt data. Cryptography
enables you to store sensitive information or transmit it
across insecure networks (like the Internet) so that it
cannot be read by anyone except the intended recipient.
While cryptography is the science of securing data,
cryptanalysis is the science of analyzing and breaking
secure communication. Classical cryptanalysis involves an
interesting combination of analytical reasoning, application
of mathematical tools, pattern finding, patience,
determination, and luck [30].

Cryptography, then, not only protects data from theft or
alteration, but can also be used for user authentication.
There are, in general, three types of cryptographic schemes
typically used to accomplish these goals: secret key (or
symmetric) cryptography, public-key (or asymmetric)
cryptography, and hash functions, each of which is
described below. In all cases, the initial unencrypted data is
referred to as plaintext. It is encrypted into cipher text,
which will in turn (usually) be decrypted into usable
plaintext [31].

4.1 Classification of Cryptography

One should be cautious that each cryptographic key is used
for the particular purpose it is designed for. If the same key
is used for other purposes (which often occurs), much
damage or loss of security may result [32] [33]

Cryptograph
CRYPTOGRAPHY Asymmetric Kkey
CLASSIFICATION Cryptography

Cryptography

Hybrid Key

Figure 7 Cryptography Classification

Cryptography can be divided into three major category
based on the use of key.

Symmetric Encryption (Private Key Encryption): In this
type of encryption same key is used at the time of
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encryption and decryption. The key distribution has to be
made before the transmission of the information starts. The
key plays a very important role in this type of encryption.
Symmetric encryption is known as secret key or single
key, The receiver uses the same key which the sender uses
to encrypt the data to decrypt the message,. This system
was the only system wused before discovering and
developing the public key. A safe way of data transfer
must be used to moving the secret key between the sender
and the receiver in symmetric encryption. Symmetric
encryption occurs either by substitution transposition
technique, or by a mixture of both. Substitution maps each
plaintext cipher text element, but
transposition transposes the positions of plaintext elements.
Example: DES, 3DES, BLOWFISH, AES etc.

element into

Asymmetric Encryption (Public Key Encryption): In this
type of encryption different key is being used for
encryption and decryption process. Two different key is
generated at once and one key is distributed to other side
before the transmission starts. ; Asymmetric encryption is
the opposite of symmetric encryption in safety, since it
doesn’t require sharing the secret key between the sender
and the receiver. And this is the main difference between
symmetric and asymmetric encryption, the sender has the
public key of the receiver. Because the receiver has his
own secret key which is extremely difficult or impossible
to know through the public key, no shared key is needed;
the receiver is responsible for establishing his private and
public key, and the receiver sends the public key to all
senders by any channel he needs, even unsecured channels
to send his public key, asymmetric key can use either the
public or secret key to encrypt the data. Also it can use any
of the keys in decryption, asymmetric encryption can be
used to implement the authentication and non-repudiation
security services, and also it can be used for digital
signature and other application that never is implemented
using symmetric encryption. Example: RSA
algorithm.:Hybrid Encryption (Combination of private and
public): Hybrid encryption is a mode of encryption that
merges tWo Or more encryption systems. It incorporates a
combination of asymmetric and symmetric encryption to
benefit from the strengths of each form of encryption.
These strengths are respectively defined as speed and
security. Hybrid encryption is considered a highly secure
type of encryption as long as the public and private keys
are fully secure. A hybrid encryption scheme is one that
blends the convenience of an asymmetric encryption
scheme with the effectiveness of a symmetric encryption
scheme. Hybrid encryption is achieved through data
transfer using unique session keys along with symmetrical
encryption. Public key encryption is implemented for
random symmetric key encryption. The recipient then uses
the public key encryption method to decrypt the symmetric
key. Once the symmetric Key is recovered, it is then used

to decrypt the message.
4.2 Image Cryptography

In these days as multimedia data transferred over insecure
channel, it becomes an important issue to encrypt image
with a suitable image encryption algorithms. An image
encryption is different from text due to large processing,
pixels definition, time to encrypt and size. This is also a
different approach due to different type of attacks possible
on text and image data. With the ever-increasing growth of
multimedia  applications, important  issue  for
communication and storage of images is security, and
encryption is one the technique t0 ensure security.
encryption techniques convert original image to another
image that is hard to understand; to keep the image
confidential between users, in other word, it is essential
that nobody could get to know the confidential message
without a key for decryption [35].

Image encryption means to prepare an image from an
image that is difficult to understand, and recognize. Image
encryption techniques try to convert original image to
another image that is hard to understand; to keep the image
confidential between users, in other word, it iS essential
that nobody could get to know the content without a key
for decryption [34].

Image encryption algorithms attempt to convert original
images to other images that are difficult to understand in
order to keep the image confidentiality between users. In
other words, it is important that without a key for
decryption, nobody could get to know the content.
Majority of traditional algorithms are basically used for
encryption of text data; however they do not fit for the
multimedia data particularly images due to their huge size.
Furthermore, decrypted text result should be similar to the
original text, while decrypted image is not required to be
similar with original image [36].

Image encryption algorithms can be categorized into full
encryption and partial encryption (also called selective
encryption) based on the sum of encrypted data. According
to the percentage of the encrypted data, unfortunately, the
time for processing of encryption and decryption is the
main concern in real-time image communication. Time can
be categorized into two levels, one for encryption time and
another for time for transferring images. The first step is to
choose a robust, fast and easy method to implement in
order to reduce the time. Encryption and decryption
algorithms are not fast enough to deal with the enormous
amount of transmitted data. A significant criteria relating
to the method is to decrease the image encryption size and
maintain quality of the image. Partial Encryption is a
suitable method to encrypt only the lowest portion of data
to lessen the computational requirements of enormous
amounts of multimedia data. It is essential to lessen the
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minimizing the sum of data to encrypt and attaining a
reasonable security and minimizing the computation. The
implementation of partial encryption just started in 1990’s.

4.3 Characteristic of Cryptography

Although some important characteristics might not be
quantifiable, it seems intuitively logical that it should be
possible to identify some cryptographic algorithm
characteristics that can be expressed either in objective,
numeric values Of subjective, adjectival values. Metrics
might be used for evaluating and comparing cryptographic
algorithms and the inferred confidentiality protection value
of products containing cryptographic algorithms.

5. CONCLUSION

Information security is greatly essential over the unsecured
shared medium. Due to the exponential growth of internet
users, unauthorized access of information has become one
of the most significant problems. Therefore, to provide
information at the time of
unsecured

more security to the
communication channel, image
steganography, an advance technique for data security is
needed. On the basis of above point, in this review paper,
we have reviewed the steganography with its background
and different type of images along with the cryptography
techniques.

over
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